Android application stimulation based on human interactions
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Manually stimulate Android applications to create user interaction traces. Then, combine and use these traces to stimulate automatically other similar applications.

Methods

The PuppetDroid project
PuppedDroid is using a two-timed approach for stimulating applications:
. The recording phase:

—  The applications are stimulated by public users.
—  Actions performed are recorded to create an application trace.
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. The rerunning phase:
—  Applications are triggered using a merged trace from all the records done on the application.
If there is no trace for this application, a trace from the most similar application is used.

XML Elements recognition Merged Trace
The XML recognition allows to track the corresponding e - BT

interface elements and correct the stimulation coordinates.

It is also a necessary element of state recognition in the [ty CBE IR
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PuppetDroid identifies Ul elements using the Android SDK's - i L FhEin | Recording Phase
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Graph approach Coordinates correction

PuppetDroid is using a directed state graph approach for the traces to enable trace merging and smart

rerunning.
. Node: Application state
. Edge: User actions to go from a state to another

Graphs are then analyzed to find loops and avoid dead-ends during rerunning phase.

The rerunning phase is a navigation through the graph following weighted probabilistic approach that PuppetDroid L -
prioritizes the paths that were most stimulated by the users. new approach | Automatic rerun from trace , .

Results Results Interpretation
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Manual small dataset

Tests on the >dlme appllcatlon In some cases, Monkey triggers more total behaviors than PuppetDroid. But, on all the applications,
(Small dataset) PuppetDroid triggers more distinct behaviors.

With the same application, PuppetDroid is able to trigger 147% times the number of distinct
behaviors that Google’s Monkey Exerciser do.
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When similar applications are chosen manually, the results only go down from 147% to 136% on
average with distinct behaviors.
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2 : Automatic large dataset Distinct behaviors in large dataset
§1ooo %m An algorithm in the project is able to identify similar applications —
and build a dataset. This one is composed by more than 1000
500 ) applications ) |
I I I I I L | I I I I PuppetDroid performs better than Monkey but not by far. =
IS " 2. a8 Ao Al » It is important to notice that both are not performing best on
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the same applications.
» Furthermore, the similarity algorithm is less efficient than
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» SO~ Tests on similar a pp|IC8tIOﬂS manual dataset creation. (not possible at this scale)

Q (Small dataset) 2
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§ § When the applications tested are the same or really similar, it appears that PuppetDroid is able to
T 1500 T trigger more behaviors than Monkey. It is also able to trigger complicated interface elements thanks to
B N the pre-recorded traces. In addition to that, PuppetDroid reaches a good number of behaviors way

o 5 faster that Monkey and in a much more reliable way not being fully based on random.

b . . i I I Therefore PuppetDroid appears as a good complementary method to Google’s Monkey exerciser.
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